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Dissertation structure on the linkage threatDissertation structure on the linkage threat--planningplanning
New Threats New Threats –– Old RoutinesOld Routines

Intro 
(Purpose, context, state of research, structure)

A ti l 1 (C ) A ti l 2+3 (Th t)) A ti l 4&5 1+5 2 (Pl i )

Theory/empiri
Dealing with cross-

Theory/empiri
Adaptility and

Crossectorial planning
- the Swedish example

Article 1 (Comp.) Article 2+3 (Threat)) Article 4&5.1+5.2 (Planning)

Dealing with cross
sectorial threats
(CIIP) in various
countries

Adaptility and
pluralism within IC.
(IJIC, Routledge) Theory/empiri

Pl li (” d

(Routledge)

countries.
(Policy Studies,
Routledge)

Pluralism (”second
opinion”, think-tanks
etc) in support of publicTerrorism and

CIIP (DIJ) policy (IJIC, Routledge)CIIP (DIJ)

Analysis/conclusion theory validation differences USA-Europe/SwedenAnalysis/conclusion, theory validation, differences USA Europe/Sweden
New knowledge?



BackgroundBackgroundBackgroundBackground
 The modern information The modern information societysociety is is moremore and and moremoreyy

exposedexposed toto unpredictableunpredictable and and changingchanging threatsthreats..
 HowHow cancan a centrala central governmentgovernment machinerymachinery becomebecome HowHow cancan a central a central governmentgovernment machinerymachinery becomebecome

agileagile and and adaptadapt toto thesethese threatsthreats withwith implementingimplementing
effectiveeffective protectiveprotective policiespolicies andand mesauresmesaures??effectiveeffective protectiveprotective policiespolicies and and mesauresmesaures??

 HowHow come come thatthat modern modern societiessocieties differdiffer in in thisthis
respectrespect??respectrespect??

 HowHow transparent and transparent and effectiveeffective areare thesethese processes in processes in 
thth ff t lt l tt??the the corecore ofof central central governmentgovernment? ? 
–– Is Is therethere a ”a ”missingmissing linklink” in the policy process ” in the policy process betweenbetween

i t d t t?i t d t t?input and output?input and output?

 WhatWhat (pluralistic) (pluralistic) rolerole cancan Think Tanks Think Tanks achiveachive? ? 



ResearchResearch questionquestionResearch Research questionquestion
 Which variables affect the planning process –p g p

and how - from detection of new threat 
conditions to implementing necessaryconditions to implementing necessary 
protective mesaures?

H h it li l t d th t l d– How have security policy related threats evolved
and been precepted after ”the cold war”?

– Do these new threats stimulate innovation and 
change within the government as well developing 
new policies and implementing of these?

– What and where are the main “bottlenecks” to 
convert these new threat adaptivity to protective 
measures?



MethodMethod definitions delimitationsdefinitions delimitations etcetcMethodMethod, definitions, delimitations , definitions, delimitations etcetc
 InductiveInductive methodmethod, cross , cross sectorsector approachapproach,, pppp
 No exisisting No exisisting theoriestheories butbut ”policy transfer ”policy transfer 

l il i ” t t” t t f if ianalysisanalysis” starts a ” starts a framingframing
 Definitions: Intelligence, Definitions: Intelligence, knowledgeknowledge monopolymonopolyg ,g , gg p yp y
 Delimitations: not Delimitations: not timetime--criticalcritical processes and processes and 

crisiscrisis managmentmanagment moremore focus onfocus on resilientresilientcrisiscrisis managmentmanagment–– moremore focus on focus on resilientresilient
system system functionalityfunctionality

 New New earlierearlier and not and not studiedstudied processes (”processes (”criticalcritical
ontologicalontological turnturn”)”)o to og cao to og ca tutu ))



SixSix articlesarticles
 Shielding the net – understanding the issue of vulnerability and threat 

to the information society 
– Published 2010 in Policy Studies Vol.31, No.3, May 2010, p.283-300, by 

Routledge

 Understanding Intelligence Community Innovation in the Post-9/11 
World W

– Published 2011 in International Journal of Intelligence and Counterintelligence 
Vol.24, No.3, May 2011, p.534-568 by Routledge

 Information Terrorism – When and by Whom? Information Terrorism When and by Whom? 
– Published 2007 in Defense Intelligence Journal Vol.16, No.2, p.139-154 by 

National Defense Intelligence College Foundation, Inc.

 The Trojan Horse in the Information Age The Trojan Horse in the Information Age 
– Published 2006 in Countering Terrorism and WMD by Routledge

 The role of Think-Tanks in the US Security Policy Environment – A 
Forgotten Actor? 

– Published 2015 in International Journal of Intelligence and Counterintelligence 
Vol.28, No.3, May 2015, p.480-501 by Routledge

 The Recipe For Think Tank Success: From the Insiders’ The Recipe For Think Tank Success: From the Insiders’ PerspectivePerspective
–– Accepted by Accepted by International Journal of Intelligence and Counterintelligence for fall 

2015 (Routledge)



ArticleArticle 1(1(comparativecomparative studystudy))

AnalysisAnalysis modelmodelAnalysisAnalysis modelmodel

Country 1, 2, 3, 4
Y 0 Y NYear 0 --------------------------------------------------------------------------------------Year N
Threat detection Implemented action

Country 5, 6
Y 0 Y N XYear 0-------------------------------------------------------------------------------------- Year N-X
Threat detection Implemented action

Assignment: Illustrate/explain X



ArticleArticle 22

I lI l d ibilid ibili (”I ”)(”I ”)Intel Intel adaptibilityadaptibility (”Input”)(”Input”)



ArticleArticle 33

N iN i hh (”I ”)(”I ”)New terrorism New terrorism threatsthreats (”Input”)(”Input”)



ArticleArticle 44

P iP i (”O ”)(”O ”)ProtectiveProtective measuresmeasures (”Output”)(”Output”)



ArticleArticle 5.1+5.25.1+5.2

Pl li /Thi k T kPl li /Thi k T kPluralism/Think TanksPluralism/Think Tanks

”The missing link”



IdealIdeal casecaseIdeal Ideal casecase



TaintedTainted casecaseTaintedTainted casecase



ResultResultResultResult
 So far So far veryvery understudiedunderstudied processesprocesses
 SlimmedSlimmed policy policy levelslevels ((CabinetCabinet Offices) Offices) 

resultsresults in lessin less competentcompetent customerscustomers andand givegiveresultsresults in less in less competentcompetent customerscustomers and and givegive
the the bureacracybureacracy moremore leverage (NPM)leverage (NPM)

l li ( )l li ( ) ii Pluralism (TT) Pluralism (TT) seemsseems to to givegive moremore
transparancytransparancy and and resultresult in in betterbetter and faster and faster 
decision/decision/outcomesoutcomes in in cincernedcincerned securitysecurity
policypolicy relatedrelated areasareaspolicy policy relatedrelated areasareas

 EvenEven goodgood systems systems havehave problems to problems to handlehandle
i li l di idi i f h lif h li l ll lnonnon--rationalrational directivesdirectives from the policy from the policy levellevel

(”(”politisisingpolitisising”)”)



TodayToday´́ss threatthreat environmentenvironment in in 
the Nordic/Baltic areathe Nordic/Baltic area

somesome applicableapplicable thoughtsthoughts-- somesome applicableapplicable thoughtsthoughts



Asymmetric Warfare Asymmetric Warfare 

Foreign Policy, 
St tC ”A ti

Phase 0,2-1,0

IO
Phase 0,5-1,0

Phase 0,8-1,0
StratCom, ”Active 
measures”
• Energy-, finance-, trade-

IO
• Cyberops
• Influence ops

Hybrid ops
• ”Small green men”
• Mil-LEA coopgy

and migration weapons
• Support pro-russians

parties to split EU/Nato

(”nettrolls”)
• Strat/National

level

Mil LEA coop
• Op-Tact level

• International/
Security Policy 
level



PossiblePossible SolutionsSolutions



Immediate issuesImmediate issuesImmediate issuesImmediate issues
 ”Small green men” ”Small green men” gg

––  DeputizingDeputizing Nato/bilat SOFNato/bilat SOF--unitsunits toto
concernedconcerned countriescountriesconcernedconcerned countriescountries

 ”Net trolls” ”Net trolls” 
–– Joint venture IntelJoint venture Intel--PD PD toto identifyidentify, understand , understand 

and and countercounter
–– Cold Cold WarWar lessonslessons revisitedrevisited

 HowHow toto preventprevent ”Trojan Horse””Trojan Horse” countriescountries HowHow toto preventprevent Trojan HorseTrojan Horse --countriescountries
withinwithin Nato/EU?Nato/EU?
–– ??



LongLong--Term PlanningTerm Planning
 NeedNeed for for smoothsmooth CabinetCabinet processesprocesses
 Wh lWh l ff G tG t A hA h WholeWhole--ofof--GovernmentGovernment Approach Approach 

–– Joint Joint exercisesexercises on the on the highesthighest levelslevels ((cabinetcabinet--
ii ))agenciesagencies) ) 

–– Joint Situation Awareness + ”TeamJoint Situation Awareness + ”Team--play”play”
»» Cyber attacks + Cyber attacks + PsyopsPsyops??

–– LEALEA--mil mil cooperationcooperation toto avoidavoid explotingexploting
governmentgovernment seamsseams

 NPM NPM doesndoesn´́tt go go wellwell withwith National National 
DefenseDefense and and societalsocietal securitysecurity//resilienceresilience



Hybrid Hybrid CoECoE
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